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It is very much business as usual for criminals during the coronavirus pandemic (COVID-19) seeking to 
launder their illicit proceeds by exploiting potential weaknesses in law firms in Northern Ireland as they 
try to operate during these challenging times, with their focus primarily on operational resilience and 
financial hygiene.

Law firms that fall within the scope of the Money Laundering, Terrorist Financing and Transfer of 
Funds (Information on the Payer) Regulations 2017 (MLR 2017)1 must take appropriate steps to identify, 
assess, understand and mitigate any risks of money laundering or terrorist financing.  

What does this mean in practice?  
The requirement to have a written firm wide risk assessment is set out in Regulation 18 of the MLR 
2017 and has been in force since 26 June 2017 and the Law Society of Northern Ireland (LSNI) will 
expect law firms to have implemented such assessments.  By applying a risk based approach, law 
firms have the flexibility to decide how to assess the risks to their business from money laundering 
and how to deal the firm wide risk assessment.  It can be as sophisticated or as simple as deemed 
appropriate.  

The firm wide risk assessment can often be confused with a client or client matter risk assessment.  
A firm-wide risk assessment should evaluate how at risk your business is to money laundering.  A 
matter or client risk assessment is linked to a specific client matter file, and should assess the money 
laundering risk of that particular client or client matter.

1.  http://www.legislation.gov.uk/uksi/2017/692/made

 http://www.legislation.gov.uk/uksi/2017/692/made


In order to comply with their legislative and regulatory obligations, law firms should implement a written 
firm wide risk assessment which assesses the areas where they consider themselves to be most at 
risk of money laundering and/or terrorist financing by taking into consideration the following factors: 
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Next, taking each factor in turn:-

Client Base 
You need to consider the demographic of your client base and whether your clients pose 
a high, medium or low risk to the threat of money laundering or terrorist financing.  It 
goes back to the basics of knowing your client, and why they instructed your firm. 

 � How do you deal with verifying your clients identification?  

 � Do you meet your clients face to face?  

 � Do you act for high cash turnover business clients?  

 � Do you act for politically exposed persons?

2.  Law Society Northern Ireland. (2020).  Retrieved from https://www.lawsoc-ni.org/ and Frequently Asked 
Questions (FAQs).  Retrieved from https://www.lawsoc-ni.org/faqs-1

When dealing with the firm wide risk 
assessment you will need to consider 
the profile and demographic of your 
client base and the geographical 
areas in which you operate.  You 
will need to take into account your 
practice areas and also the type 
of transactions you are involved in, 
including how you deliver services to 
your clients, as well as the services 
and products you offer to your 
clients.   The LSNI regularly updates 
its guidance in respect of money 
laundering and terrorist financing 
risks and law firms are reminded to 
check the Members’ section or the 
Frequently Asked Questions section 
of website for these updates2. 

All of the above are considered to be deemed a higher risk to money laundering and you will need 
to implement the necessary systems and controls for mitigating the risks associated with acting for 
such higher risk clients.  Furthermore, during the pandemic the usual methods of verifying your clients’ 
identification may no longer be possible and alternative methods may need to be applied.  You need 
to consider what risks this may create, and this should be reflected in the firm wide risk assessment, 
especially if changes are made to your client due diligence procedures.  

https://www.lawsoc-ni.org/ and Frequently Asked Questions (FAQs).  Retrieved from https://www.lawsoc-ni.org/faqs-1
https://www.lawsoc-ni.org/ and Frequently Asked Questions (FAQs).  Retrieved from https://www.lawsoc-ni.org/faqs-1
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Geographic Reach 
In assessing the geographic reach of your client base, you will need to factor in where 
your clients are located.  Are they predominantly from the local vicinity or further 
afield?  You will also need to take into consideration what jurisdictions your clients, or 
the beneficial owners of your clients, are based or operate from, especially if it is a high 
risk jurisdiction.  Again, you will need to have the appropriate measures and controls 
in place to confirm that you have assessed the risks of acting for such clients.  Do not 
forgot to review the Financial Action Task Force List of High Risk Jurisdictions3, the HM 
Treasury’s Guidance on Money laundering and Terrorist Financing Controls in Overseas 
Jurisdictions4 and the Sanctions List5  maintained by the Office of Financial Sanctions 
Implementation, when dealing with such clients. 

Services Ofered
What services do you offer your clients?  List them and consider whether they pose a low, 
medium or high risk for money laundering.  The practice areas that are considered to be a 
greater risk to the legal profession are:-

Delivery channels
You need to consider how you deliver your services to clients and identify channels that 
may be deemed to be high risk.  For example, not meeting your clients can increase the 
risk of identity fraud and by making or accepting payments to and from third parties can 
assist money launderers to disguise their assets.  

Types of transactions
Do you deal with transactions that are complex, unusual or are large?  Are your 
transactions regularly involving clients that are not met face to face or politically exposed 
persons?  You will need to assess the risk of these transactions to money laundering, 
especially if there are monies coming from third parties and other jurisdictions. 

3. Financial Action Task Force. (2020).  Topic: High-risk and other monitored jurisdictions.   
Retrieved from http://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/?hf=10&b=0&s=desc(fatf_releasedate)/

4. Gov.UK. (2020).  Money laundering and terrorist financing controls in overseas jurisdictions – advisory notice.  Retrieved from https://www.
gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice.  

5. HM Treasury and Office of Financial Sanctions  Implementation HM Treasury.  (2020).  Guidance Financial sanctions targets: list of 
all asset freeze targets. Retrieved from https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-of-targets/
consolidated-list-of-targets  

 � Conveyancing

 � Creation and management of trusts, companies and charities 

 � Sham litigation

 � Misuse/abuse of client accounts

http://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/?hf=10&b=0&s=desc(fatf_releasedate)/
https://www.gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice
https://www.gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice
https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-of-targets/consolidated-list-of-targets
https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-of-targets/consolidated-list-of-targets
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Internal and operational risks
You will need to think about the nature of your firm, your staff including the number of 
relevant employees and consultants.  

Do you have branch offices?  If you do, how many and where are they located?  Are they located within 
the jurisdiction or outside the jurisdiction?  It is important to understand what is going on within your 
branch offices. 

It is recommended that you include information about the training you provide in the firm wide risk 
assessment.  Who receives the training and how often it is provided, especially in the new working 
environment as a result of Covid-19, with more reliance on remote and/or on-line training (e.g via 
webinars) rather than face to face/in person training.  Remember documentary evidence of training 
undertaken must be maintained.  

Education and awareness are key measures to counter the growing threat of money laundering and it 
is a mandatory requirement (Regulation 24).  All relevant staff should receive training about the threat 
of money laundering and terrorist financing to law firms, guidance on how to detect it and training on 
the firm’s policies and procedures  as an when appropriate but it ideally all relevant staff should receive 
training every two years at the very least.  

Conclusion
The written firm wide risk assessment should be a living document and regularly reviewed in order 
to identify any patterns or trends and emerging risks, such as now during the Covid-19 crisis.  It 
is advised that the assessment is fully reviewed at least once a year or if there has been any 
significant change to the business or a change in regulations and/or legislation.  It should be signed 
and dated by the Money Laundering Reporting Officer/the Money Laundering Compliance Officer.    
Do not forget that the document should be made available to the LSNI upon any request for delivery 
up.

Failure to implement a firm wide risk assessment will not be taken lightly by the LSNI, and as 
previously mentioned it is a legislative and regulatory obligation.  Any failures to do so may result in 
sanctions against either the individual involved, the firm or both.  In addition, there is the threat of 
reputational damage which may result in the loss of business as well as jeopardising the trust the 
public places in the legal profession and legal services.  

For further information please contact:
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About Willis Towers Watson
Willis Towers Watson (NASDAQ: WLTW) is a leading global advisory, broking and  
solutions company that helps clients around the world turn risk into a path for growth.  
With roots dating to 1828, Willis Towers Watson has 45,000 employees serving more 
than 140 countries and markets. We design and deliver solutions that manage risk, 
optimise benefits, cultivate talent, and expand the power of capital to protect and 
strengthen institutions and individuals. Our unique perspective allows us to see the critical 
intersections between talent, assets and ideas — the dynamic formula that drives business 
performance. Together, we unlock potential. Learn more at willistowerswatson.com.
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Each applicable policy of insurance must be reviewed to determine the extent, if any, of coverage for COVID-19. Coverage may vary 
depending on the jurisdiction and circumstances. For global client programs it is critical to consider all local operations and how 
policies may or may not include COVID-19 coverage.

The information contained herein is not intended to constitute legal or other professional advice and should not be relied upon in lieu 
of consultation with your own legal and/or other professional advisors. Some of the information in this publication may be compiled 
by third party sources we consider to be reliable, however we do not guarantee and are not responsible for the accuracy of such 
information. We assume no duty in contract, tort, or otherwise in connection with this publication and expressly disclaim, to the 
fullest extent permitted by law, any liability in connection with this publication. Willis Towers Watson offers insurance-related services 
through its appropriately licensed entities in each jurisdiction in which it operates.

COVID-19 is a rapidly evolving situation and changes are occurring frequently The information given in this publication is believed to 
be accurate at the date of publication shown at the top of this document. This information may have subsequently changed or have 
been superseded, and should not be relied upon to be accurate or suitable after this date.

Willis Towers Watson is a trading name of Willis Limited, Registered number: 181116 England and Wales. Registered address: 51 Lime 
Street, London EC3M 7DQ. A Lloyd’s Broker. 

Authorised and regulated by the Financial Conduct Authority for its general insurance mediation activities only.


